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Quantum Algorithm Zoo

This is a comprehensive catalog of quantum algorithms. If you notice any errors or omissions, please
email me at stephen.jordan@microsoft.com. (Alternatively, you may submit a pull request to the
repository on github.) Your help is appreciated and will be acknowledged.

Algebraic and Number Theoretic Algorithms

Algorithm: Factoring

Speedup: Superpolynomial

Description: Given an n-bit integer, find the prime factorization. The quantum algorithm of Peter Shor
solves this in O(n3) time [82,125]. The fastest known classical algorithm for integer factorization is

the general number field sieve, which is believed to run in time 20(”1/3). The best rigorously proven
upper bound on the classical complexity of factoring is 0(2"/ 4*”‘”) via the Pollard-Strassen
algorithm [252, 362]. Shor's factoring algorithm breaks RSA public-key encryption and the closely
related quantum algorithms for discrete logarithms break the DSA and ECDSA digital signature
schemes and the Diffie-Hellman key-exchange protocol. A quantum algorithm even faster than Shor's

for the special case of factoring “semiprimes”, which are widely used in cryptography, is given in [271].

If small factors exist, Shor's algorithm can be beaten by a quantum algorithm using Grover search to
speed up the elliptic curve factorization method [366]. Additional optimized versions of Shor's
algorithm are given in [384, 386]. There are proposed classical public-key cryptosystems not believed

to be broken by quantum algorithms, cf. [248]. At the core of Shor's factoring algorithm is order finding,

which can be reduced to the Abelian hidden subgroup problem, which is solved using the quantum
Fourier transform. A number of other problems are known to reduce to integer factorization including
the membership problem for matrix groups over fields of odd order [253], and certain diophantine
problems relevant to the synthesis of quantum circuits [254].

Algorithm: Discrete-log

Speedup: Superpolynomial

Description: We are given three n-bit numbers a, b, and N, with the promise thatb = a®* mod N
for some s. The task is to find s. As shown by Shor [82], this can be achieved on a quantum computer
in poly(n) time. The fastest known classical algorithm requires time superpolynomial in n. By similar
technigues to those in [82], quantum computers can solve the discrete logarithm problem on elliptic
curves, thereby breaking elliptic curve cryptography [109, 14]. A further optimization to Shor's
algorithm is given in [385]. The superpolynomial guantum speedup has also been extended to the
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Translations
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Other Surveys

For overviews of quantum algorithms | recommend:

Nielsen and Chuang
Childs

Preskill

Mosca

Childs and van Dam
van Dam and Sasaki
Bacon and van Dam

Montanaro
Hidary
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